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E X E C U T I V E  S U M M A R Y

Transparency and Confidentiality, Reconciled

Public blockchains made a radical promise: anyone can verify the ledger. For regulated
markets that promise is also a problem. A bank cannot publish every client position; a pay‐
ment network cannot expose counterparties; a fund cannot leak its book to the world.
Transparency and confidentiality have looked like opposites — and that tension has kept
serious capital off-chain.

Zero-knowledge proofs dissolve the tension. A ZK proof lets one party convince another that a statement
is true — "this transaction is valid", "I hold sufficient reserves", "this customer passed KYC" — while re‐
vealing nothing beyond the truth of the statement itself. You get verifiability without disclosure. The
ledger stays auditable; the data stays private.

This book is a working architect's guide to building with that capability. It is written for the senior engi‐
neers and platform leaders who must turn cryptographic primitives into production systems that satisfy
auditors, regulators, and security reviewers alike — without a PhD in elliptic curves.
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VERIFIABLE, PRIVATE ARCHITECTURE

What you will take away

A clear, intuitive grasp of what a zero-knowledge proof guarantees — completeness, soundness, and
the zero-knowledge property — without heavy mathematics.

A practical map of the SNARK and STARK landscape, the trade-offs of trusted setup, proof size, and
post-quantum security.

Concrete patterns for ZK-rollups, validity proofs, and the data-availability decisions that govern
Layer-2 scaling.

Privacy-preserving compliance designs — selective disclosure, proof-of-reserves, and confidential
KYC/AML that keep auditors satisfied.



A buildable workflow with modern toolchains, plus the security pitfalls and audit discipline that ZK
code uniquely demands.

H O W  T O  R E A D  T H I S  B O O K

Chapters 1–3 build intuition: why ZK matters, how proofs work, and the proving systems be‐
hind them. Chapters 4–5 apply it — rollups for scale, and privacy-preserving compliance for
regulated markets. Chapters 6–7 are hands-on: building a ZK application and surviving the au‐
dit. Chapter 8 turns it into an enterprise adoption roadmap.
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C H A P T E R  O N E

Why Zero-Knowledge

Every public blockchain forces an uncomfortable bargain. To let anyone verify the ledger,
you must let everyone see it. For consumer crypto that openness is a feature. For a regulat‐
ed institution it is a non-starter — and it is the single largest reason serious financial in‐
frastructure has stayed off-chain.

Consider a tokenised money-market fund. Its administrator needs the ledger to be auditable: regulators,
the custodian, and investors must be able to confirm that every share is backed and every transfer is le‐
gitimate. But the administrator absolutely cannot publish each investor's holdings, each redemption, or
the fund's full position to a public mempool. On a transparent chain those two requirements collide, and
the project dies in legal review.

Zero-knowledge cryptography removes the collision. It lets you prove a statement is true without reveal‐
ing why it is true. The chain still verifies; the data stays private. This is not an incremental privacy fea‐
ture — it is a change in what kinds of systems can exist on a public ledger at all.

The idea sounds paradoxical the first time you meet it: how can a verifier be convinced of something
without learning anything about it? The standard intuition is a cave with a single fork and a magic door
joining the two passages. A prover claims to know the door's password. Rather than reveal it, she walks
down one passage at random; the verifier then shouts which side he wants her to emerge from. If she
lacks the password she can only return the way she came and will be caught half the time. Repeat the
challenge twenty times and an impostor is exposed with overwhelming odds — yet the verifier never
hears the password. Modern ZK proofs are a rigorous, non-interactive version of exactly this trick.

What a ZK proof actually gives you

Strip away the mathematics and a zero-knowledge proof guarantees three things, and it is worth com‐
mitting them to memory because every design decision later traces back to them.

Completeness. If the statement is true and the prover follows the protocol honestly, the verifier will ac‐
cept. Honest provers never get rejected. A valid transaction always produces a valid proof.

Soundness. If the statement is false, no cheating prover can produce a proof that the verifier accepts —
except with negligible probability. This is the property that protects the system: you cannot forge a proof
for an invalid state transition, an unbacked reserve, or a failed KYC check.

Zero-knowledge. The proof reveals nothing beyond the truth of the statement. A verifier learns that
the transaction is valid, but not the amounts, the parties, or any private input. Formally, anything the
verifier could compute after seeing the proof, it could have computed without it.



Prover
holds private witness
(amounts, identity)

Verifier
learns only:

"statement is true"

π (the proof)

Complete: honest proof accepted  ·  Sound: false proof rejected  ·  ZK: nothing leaks

Figure 1.1 — Prover to verifier. The witness never crosses the wire; only a compact proof does.

Three forces driving adoption

Privacy. Regulated participants need confidentiality by default — of amounts, counterparties, and iden‐
tities — yet must remain provably correct. ZK is the only primitive that delivers both on a public ledger
without trusting an intermediary to keep secrets.

Compliance. Auditors and regulators do not want raw data dumps; they want assurance. A proof that
"all transfers respected the sanctions list" or "reserves exceed liabilities" is stronger and cheaper to verify
than a spreadsheet, and it leaks nothing else.

Scalability. The same proofs that hide data also compress computation. A single succinct proof can at‐
test that thousands of transactions were executed correctly, letting a Layer-1 verify an entire batch in
milliseconds. Privacy and scale, it turns out, are two products of one technology — the subject of the
chapters that follow.



C H A P T E R  T W O

ZK Foundations: SNARKs vs STARKs

Two families dominate production zero-knowledge: SNARKs and STARKs. They solve the
same problem — proving a computation was performed correctly — but they make differ‐
ent bargains over setup, proof size, and resistance to quantum computers. Choosing be‐
tween them is one of the first architectural decisions you will make, so it pays to under‐
stand the intuition.

The shared idea: succinctness

Both families produce a succinct proof: the verifier's work is tiny and roughly constant, no matter how
large the computation being proven. This is the magic that makes ZK useful at scale. You can run an
enormous computation off-chain — settling ten thousand trades, replaying a virtual machine — and
hand a verifier a proof it checks in a few milliseconds. The verifier never re-runs the work; it checks a
mathematical attestation that the work was done correctly.

The intuition is that the prover encodes the entire execution trace as a set of polynomial equations that
hold if and only if every step was performed correctly. The verifier then spot-checks those polynomials at
a few random points. Because a wrong computation would force the equations to fail almost everywhere,
even a handful of random checks catches a cheat with overwhelming probability. That is soundness,
made practical.

The word non-interactive matters as much as succinct. Early zero-knowledge protocols required a live
back-and-forth between prover and verifier, which is useless on a blockchain where the verifier is a
smart contract that cannot hold a conversation. The breakthrough was the Fiat–Shamir transform,
which replaces the verifier's random challenges with the output of a hash function applied to the proof so
far. The prover effectively challenges herself in a way she cannot predict or game, and the result is a sin‐
gle, self-contained proof that anyone can check at any time without further interaction. This is what
makes ZK deployable on-chain at all.

SNARKs: small proofs, a setup cost

SNARK stands for Succinct Non-interactive ARgument of Knowledge. SNARKs produce extremely
small proofs — often a few hundred bytes — that are cheap to verify on-chain. That makes them the
workhorse of cost-sensitive blockchain deployments, where every byte of calldata and every verification
gas unit is money.

The catch is that many SNARK constructions require a trusted setup: a one-time ceremony that gener‐
ates public parameters and, as a by-product, secret randomness — colloquially "toxic waste". If anyone



retains that secret, they can forge proofs. The risk is mitigated by multi-party ceremonies where the set‐
up is safe as long as a single participant was honest and destroyed their share, but the requirement re‐
mains a genuine operational and trust burden.

STARKs: transparent and post-quantum

STARK stands for Scalable Transparent ARgument of Knowledge, and the word transparent is the
headline. STARKs need no trusted setup at all — their randomness is public — which removes the toxic-
waste risk entirely. They also rely only on hash functions and information-theoretic techniques, making
them post-quantum secure: a future quantum computer that breaks the elliptic-curve assumptions
underpinning many SNARKs would not break a STARK.

The price is proof size. STARK proofs are larger — tens to hundreds of kilobytes — which costs more to
post and verify on a Layer-1. For a high-throughput rollup that amortises one large proof across a huge
batch, that cost is easily absorbed; for a single on-chain interaction, a SNARK's compactness may win.

SNARKs vs STARKs at a glance

Property SNARKs STARKs

Trusted setup Often required (per-circuit or universal) None — transparent

Proof size Very small (hundreds of bytes) Larger (tens–hundreds of KB)

Verification cost Lowest on-chain Higher, but amortisable

Post-quantum Generally no (curve-based) Yes (hash-based)

Prover speed Moderate Fast, scales well to huge traces

Best fit Cost-sensitive on-chain verification High-throughput, long-horizon security

Neither family is universally better. A privacy coin verifying one transfer per call leans SNARK for the
tiny proof; a general-purpose rollup expecting to operate for decades may prefer a STARK's transparency
and quantum resilience. Many modern systems even compose both — proving in a fast, large STARK and
then wrapping it in a small SNARK for cheap final on-chain verification, a recursion technique we revisit
in Chapter 3.



R U L E  O F  T H U M B

Optimise for the constraint that actually binds you. If on-chain verification gas dominates your
cost model, a SNARK's hundreds-of-bytes proof wins. If you cannot tolerate a trusted setup —
for governance, audit, or long-term security reasons — a STARK removes that conversation
entirely.



C H A P T E R  T H R E E

Circuits & Proving Systems

Before you can prove a computation, you must express it in a form the proving system un‐
derstands. That form is an arithmetic circuit. Everything practical about ZK engineering —
performance, security, cost — flows from how well you translate your logic into one. This is
where most of the real work happens.

From program to arithmetic circuit
A proving system cannot reason about ordinary code. It reasons about arithmetic over a finite field — ad‐
ditions and multiplications of numbers modulo a large prime. Your job is to re-express the statement you
want to prove as a set of such operations whose constraints are satisfied if and only if the statement
holds. A comparison, a hash, a signature check — each becomes a web of field arithmetic. This transla‐
tion is called arithmetisation.

The classic intermediate representation is R1CS — a Rank-1 Constraint System. Every constraint has the
simple shape (A · w) × (B · w) = (C · w), where w is the witness vector holding every intermediate value
of the computation. The proving system's task reduces to showing it knows a witness that satisfies every
constraint simultaneously, without revealing the witness itself.

It helps to keep two distinct numbers in mind, because they drive everything. The public inputs are the
values both parties already agree on — the statement being proven, like the new state root or the claimed
result. The witness is everything private: the secret inputs plus every intermediate value the computa‐
tion produced along the way. A correct circuit constrains the witness so tightly that the only assignment
which satisfies all constraints is the one corresponding to an honest execution. Operations that are trivial
in ordinary code can be surprisingly expensive here — a comparison or a single hash can expand into
hundreds of constraints — which is why "constraint count" is the currency ZK engineers budget in.

Program
high-level logic

Circuit / R1CS
field constraints

Prover
+ witness → π

Verifier
accept / reject

Compile once · prove per input · verify cheaply forever

Figure 3.1 — The circuit pipeline: program compiles to constraints, prover produces a proof, verifier checks it.



Trusted setup vs transparent

Once you have a circuit, a proving system turns it into a prover and a verifier. The systems differ chiefly
in their setup model. Groth16 is the most compact and gas-efficient SNARK, but it requires a fresh
trusted setup for every circuit — change the circuit, redo the ceremony. PLONK introduced a universal
setup: one ceremony produces parameters reusable across any circuit up to a size bound, dramatically
simplifying operations. Halo2 goes further, removing the trusted setup entirely while keeping practical
proof sizes, and has become a popular choice for complex application circuits.

// A tiny Circom-style circuit: prove knowledge of x such that x^3 + x + 5 == out
pragma circom 2.1.0;

template Cubic() {
    signal input  x;     // private witness
    signal output out;   // public

    signal x2;
    x2  <== x * x;          // constraint: x2 = x*x
    out <== x2 * x + x + 5;  // constraint: out = x^3 + x + 5
}
component main = Cubic();

Listing 3.1 — A minimal circuit. Each <== both assigns a value and emits a constraint the prover must satisfy.

Recursion and aggregation

The most powerful technique in modern ZK is recursion: writing a circuit that verifies another proof. A
proof can attest, "I verified a previous proof, and applied one more batch of transactions." Chaining
these lets a single small proof stand in for an unbounded history of computation. Aggregation is the
sibling pattern: combine many independent proofs into one, so a verifier checks a thousand transactions
for the price of checking one. Together they are how rollups achieve constant-cost verification regardless
of throughput, and how systems mix proof families — a fast STARK wrapped in a compact SNARK for
the final on-chain check.

W H E R E  T H E  C O S T  L I V E S

Proving is expensive; verifying is cheap. The asymmetry is the whole point — you pay computa‐
tion once, off-chain, to make verification nearly free for everyone, forever. Budget for prover
hardware, not verifier load. A well-designed circuit with fewer constraints is the single biggest
lever on proving cost.



C H A P T E R  F O U R

ZK-Rollups & Scaling

The first mainstream use of zero-knowledge at scale was not privacy — it was throughput.
A ZK-rollup executes transactions off-chain in bulk and posts a single validity proof back
to a Layer-1, which verifies an entire batch in one cheap operation. The result is orders-of-
magnitude more capacity while inheriting the base chain's security.

Validity proofs vs optimistic
There are two ways to let an L2 borrow an L1's security. The optimistic approach assumes batches are
valid and posts them without proof, relying on a challenge window during which anyone can submit a
fraud proof to revert a bad batch. It is simple but forces a long withdrawal delay — typically a week — so
funds cannot exit until the window closes.

The validity-proof approach — the ZK-rollup — posts a cryptographic proof that the batch was execut‐
ed correctly. There is nothing to dispute, because soundness guarantees an invalid batch could never
have produced a valid proof. Finality is immediate once the proof verifies, and withdrawals need no
week-long wait. The trade-off is engineering complexity and prover cost, but for high-value settlement
the instant, trustless finality is decisive.

The distinction is not academic for an institution. Optimistic systems carry a fraud assumption — they
are safe only if at least one honest watcher is online and willing to post a challenge before the window
closes, and the long withdrawal delay ties up capital and complicates liquidity. A validity rollup removes
both concerns: there is no watcher to rely on and no delay to finance, because correctness is established
mathematically at the moment of settlement. For consumer applications the optimistic trade-off is often
fine; for regulated capital, where same-day finality and the absence of any reliance on anonymous third
parties are requirements rather than preferences, the validity proof is usually the only acceptable
answer.



ZK-Rollup: Layer 2 → Layer 1

User txns
Sequencer

orders & batches

Prover
generates validity π

L1 verifier
checks π in ms

Settled state
+ data published

Data availability — calldata, blobs, or DA layer
so anyone can reconstruct L2 state

Figure 4.1 — A ZK-rollup. The sequencer batches, the prover attests, and the L1 verifies and settles.

Data availability: the quiet requirement
A validity proof tells you the state transition was correct, but it does not, by itself, tell anyone what the
new state is. If the data behind a batch were withheld, users could not reconstruct their balances or exit
independently. So a rollup must also guarantee data availability — publishing enough information for
anyone to rebuild L2 state. Where that data goes defines a spectrum: posting it as L1 calldata or blobs is
most secure and historically the dominant cost; pushing it to a separate data-availability layer (a "validi‐
um") is cheaper but reintroduces a liveness assumption on that layer. This single choice dominates a
rollup's cost and trust profile.

Sequencers and provers
Two roles run the machine. The sequencer receives transactions, orders them, and produces batches; it
determines latency and, if centralised, is a censorship and liveness risk — which is why decentralising the
sequencer is an active frontier. The prover takes the executed batch and generates the validity proof; it
is compute-heavy and increasingly run as a specialised, sometimes outsourced, service. Crucially, neither
role is trusted for correctness: a malicious sequencer cannot finalise an invalid batch, because the
prover's proof would not verify. They are trusted only for liveness, and that boundary is exactly where
rollup architecture earns its security.

I N  P R A C T I C E

When evaluating a rollup, separate the two questions that get conflated. "Is it safe?" is an‐
swered by the validity proof and data availability. "Will it keep running and treat me fairly?" is
answered by sequencer decentralisation and escape hatches. A system can be perfectly sound
and still have unacceptable liveness risk.



C H A P T E R  F I V E

Privacy-Preserving Compliance

This is where zero-knowledge changes the conversation for regulated markets. Compliance
has always meant disclosure: show the regulator the data, show the auditor the books,
show the counterparty the credentials. ZK lets you replace disclosure with proof — satisfy‐
ing every obligation while revealing nothing beyond the fact of compliance itself.

Selective disclosure
The foundational pattern is selective disclosure: proving a property of private data without revealing
the data. A customer proves they are over 18 without revealing their birth date; an institution proves a
trade is below a reporting threshold without revealing the amount; a wallet proves its owner appears on
an approved allow-list without revealing which entry. The verifier receives a single boolean — true —
backed by a proof, and learns nothing more. Credentials become claims you can prove rather than docu‐
ments you must hand over.

Proof-of-reserves

For custodians and exchanges, the marquee application is proof-of-reserves: cryptographically
demonstrating that assets held exceed liabilities owed, without publishing either the full asset list or
every customer's balance. The customer side is built from a Merkle tree of obligations: each user is a leaf,
the root commits to the total, and any user can verify their own balance is included without seeing any‐
one else's. The asset side proves control of on-chain holdings. A ZK proof then attests that reserves ≥ lia‐
bilities. Solvency is verifiable; the book stays private.

Proof-of-Reserves via a Merkle tree of liabilities

Root commitment

Hash AB Hash CD

User A bal User B bal User C bal User D bal

Each user verifies their leaf → root; a ZK proof attests reserves ≥ Σ liabilities, leaking no balances

Figure 5.1 — Selective disclosure for solvency: prove the root commits to your balance and that reserves cover it.



Confidential transactions

On a confidential ledger, amounts are hidden as cryptographic commitments rather than plaintext num‐
bers. A ZK proof accompanies each transfer to show that the transaction is well-formed without exposing
the value: that inputs equal outputs so no money is created, and that every output is non-negative so no
hidden negative value forges funds (a range proof). The network confirms the transfer is valid; the world
never sees the amount.

// A Merkle inclusion check inside a circuit — proves a leaf is in the committed set
fn verify_inclusion(leaf: Field, path: [Field; 20], index: Field, root: Field) {
    let mut node = leaf;
    for i in 0..20 {
        let bit = (index >> i) & 1;          // left or right sibling?
        node = if bit == 0 { hash(node, path[i]) }
               else      { hash(path[i], node) };
    }
    assert(node == root);                    // constraint: recomputed root must match
}

Listing 5.1 — Inside the circuit, recomputing the Merkle root from a private leaf and path proves membership without revealing the leaf.

KYC, AML, and auditability

The same machinery rebuilds regulatory plumbing. A trusted issuer signs a credential after running
KYC; the user later proves, in zero knowledge, that they hold a valid, unexpired credential from an ac‐
cepted issuer — without re-disclosing identity to every counterparty. AML screening becomes a proof
that an address is absent from a sanctions Merkle tree. And for auditors, the institution can issue a view‐
ing key or a targeted disclosure proof that opens specific records on demand. The result is auditability
that is selective and accountable rather than wholesale: regulators get exactly what they are entitled to
see, and not one byte more.

D E S I G N  P R I N C I P L E

Privacy and auditability are not in tension when you design for both. Build an audit path from
day one — a viewing key, a disclosure circuit, a regulator role — so confidentiality is the default
and lawful inspection is a deliberate, logged action. A system that is private but un-auditable
will never clear compliance; one that is auditable but not private defeats the point.



C H A P T E R  S I X

Building a ZK Application

Theory becomes useful when it ships. The modern ZK toolchain has matured to the point
where a competent engineering team can build and deploy a verifiable application without
inventing cryptography. This chapter walks the workflow end to end — from writing a cir‐
cuit to verifying its proofs on-chain.

Choosing a toolchain
Three ecosystems cover most needs. Circom is a mature, low-level circuit language paired with the
snarkjs toolkit; it gives precise control over constraints and a large body of audited libraries, at the cost
of verbosity. Noir is a Rust-like, higher-level language that compiles to a proving backend and hides
much of the field arithmetic, making it the most approachable for application developers. Halo2 is a
powerful Rust framework, no trusted setup required, favoured for complex, performance-critical circuits
where you need full control. Pick the highest level of abstraction that still meets your performance and
audit requirements — every line of circuit code you do not write is a line you do not have to audit.

The development workflow
A ZK build follows a consistent shape regardless of toolchain. You write the circuit, then compile it to a
constraint system. For setup-based systems you run a setup step to produce proving and verifying keys;
transparent systems skip this. At runtime the prover takes the public inputs and the private witness and
emits a proof. Finally a verifier — often an auto-generated smart contract — checks the proof on-chain.
Treat each stage as part of CI: compile on every change, regenerate the verifier contract from the circuit
so they never drift, and run a corpus of known-good and known-bad inputs as regression tests.

# A typical proving CLI / config flow (Circom + snarkjs style)
circom circuit.circom --r1cs --wasm --sym        # compile to constraints + witness gen
snarkjs groth16 setup circuit.r1cs pot.ptau ck.zkey
snarkjs zkey export verificationkey ck.zkey vk.json

# per request: build the witness, then prove
node circuit_js/generate_witness.js circuit.wasm input.json w.wtns
snarkjs groth16 prove ck.zkey w.wtns proof.json public.json

# emit a Solidity verifier you deploy once
snarkjs zkey export solidityverifier ck.zkey Verifier.sol

Listing 6.1 — Compile once, generate the verifier contract once, then prove per input. The verifier is deployed; provers run off-chain.



On-chain verification and its cost

The verifier is a smart contract with a single job: accept public inputs and a proof, return true or false.
The auto-generated contract should be treated as build output, regenerated from the circuit, never hand-
edited. Its cost is what you optimise: a Groth16 verification is a fixed, modest gas cost regardless of the
computation proven, which is exactly why rollups can settle thousands of transactions for the price of
one verification. STARK verification costs more but amortises across large batches. Whatever the sys‐
tem, the number of public inputs matters — each one adds verification cost — so keep the public inter‐
face minimal and push everything possible into the private witness.

// A Solidity verify() stub — the on-chain gatekeeper
function settleBatch(bytes calldata proof, uint256[] calldata publicInputs)
    external
{
    require(verifier.verify(proof, publicInputs), "invalid proof");
    // soundness guarantees the batch was executed correctly
    stateRoot = publicInputs[0];   // commit the new verified state
    emit BatchSettled(stateRoot);
}

Listing 6.2 — The contract trusts mathematics, not the submitter. If verify() returns true, the state transition is sound by construction.

I N  P R A C T I C E

Prover performance, not verifier cost, is usually what stalls a ZK project in production. Proving
large circuits is memory- and CPU-intensive, so plan for dedicated prover hardware or a man‐
aged proving service early, and measure prover latency under realistic batch sizes before com‐
mitting to a design. A circuit that proves in two minutes in a demo can take an hour at produc‐
tion scale.



C H A P T E R  S E V E N

Security, Audits & Pitfalls

Zero-knowledge code fails in ways ordinary software does not. A bug here is not a crash
you can see in a stack trace — it is a silent hole in a mathematical guarantee, and it can let
an attacker forge a proof for a false statement. Security in ZK is its own discipline, and
skipping it has cost projects everything.

Under-constrained circuits
The most common and most dangerous ZK bug is the under-constrained circuit. A circuit must con‐
strain every output and intermediate value tightly enough that exactly one valid assignment exists. If you
forget a constraint, the prover gains freedom — and freedom to a prover means the ability to supply a
witness that satisfies the circuit but does not correspond to a true computation. The proof verifies,
soundness is broken, and nothing looks wrong from the outside. The discipline is unforgiving: every sig‐
nal must be both computed and checked. A value that is assigned but never constrained is a hole.

T H E  C A R D I N A L  R U L E

"Compute, then constrain." Assigning a value in a circuit does not prove anything — only an ex‐
plicit constraint does. The classic mistake is computing a result correctly in the witness genera‐
tor while forgetting to emit the constraint that forces the prover to use it. Always ask of every
signal: what stops a malicious prover from putting any value here?

Trusted-setup risk

If your proving system uses a trusted setup, the setup ceremony is part of your attack surface. Should the
secret "toxic waste" survive, its holder can forge proofs for any statement, undetectably. Mitigate with a
multi-party ceremony — security holds as long as one participant was honest and destroyed their contri‐
bution — with public transcripts, broad and verifiable participation, and careful, auditable destruction of
secrets. If you cannot stomach this trust assumption, choose a transparent system (a STARK or Halo2)
and the risk disappears entirely.

Soundness bugs and nullifier reuse

Beyond constraints, two recurring failure classes deserve names. Soundness bugs are subtle errors — a
mishandled field overflow, a missing range check, an off-by-one in bit decomposition — that let a false
statement prove true. They are insidious because all the honest tests still pass; only an adversary probing



the gap will find them. Nullifier reuse is the privacy-system equivalent of double-spending: a nullifier
is the unique marker that a private note has been spent, and if the circuit fails to enforce its uniqueness,
or if it can be forged or replayed, an attacker spends the same note twice while remaining anonymous.
Range checks, domain separation in hashing, and strict nullifier accounting are not optional details —
they are where the money leaks.

Common ZK pitfalls and their defences

Pitfall What goes wrong Defence

Under-constrained
signal

Prover supplies a forged witness Constrain every output; "compute then
constrain"

Missing range check Field overflow forges value Explicit range proofs on all bounded inputs

Nullifier reuse Double-spend of a private note Enforce uniqueness; domain-separated
hashing

Trusted-setup leak Forgeable proofs, undetectable MPC ceremony or transparent system

Verifier / circuit drift On-chain check no longer matches
logic

Auto-generate verifier from circuit in CI

A subtler trap is aliasing in the field. Circuit arithmetic happens modulo a large prime, so a value you
think of as a 64-bit integer can silently wrap around if you never bound it. An attacker who can choose
an input that overflows the field can make two different logical values look equal, or push a balance be‐
low zero while it appears positive. The defence is to decompose any bounded value into bits and con‐
strain each bit, then reassemble — tedious, but it is the only thing that pins a value to the range you in‐
tended. Reusing audited library components for these primitives, rather than rolling your own, elimi‐
nates an entire category of mistakes.

Auditing ZK code

Auditing a ZK system demands reviewers fluent in cryptography, not only in smart-contract security —
the bugs live in the constraints, not the Solidity. Engage specialist auditors, and supplement human re‐
view with the growing toolkit of automated analysers that detect under-constrained signals and common
soundness gaps. Maintain an exhaustive test suite that asserts not only that valid inputs prove, but that
invalid inputs fail — the negative tests are the ones that catch missing constraints. Treat the circuit, the
setup transcript, and the generated verifier as a single auditable unit, and re-audit whenever any of them
changes. In ZK, what you cannot see is exactly what will hurt you.



C H A P T E R  E I G H T

Enterprise Adoption & Roadmap

The technology is ready; the question for most institutions is how to adopt it without bet‐
ting the firm on a science project. The answer is the same as for any high-stakes platform:
start narrow, prove value, and expand on a foundation you can audit and operate. This
chapter turns the preceding seven into a sequenced enterprise plan.

Where ZK pays first in financial services
The strongest early use cases are the ones where confidentiality is a hard requirement and verification
has real value. Proof-of-reserves and solvency attestations let custodians and exchanges demon‐
strate health to regulators and counterparties without exposing their book. Confidential settlement
of tokenised securities and payments keeps amounts and counterparties private while remaining au‐
ditable. Reusable KYC credentials let an onboarded client prove compliance across venues without
re-disclosing identity each time. Private DvP and inter-bank reconciliation let parties prove
matching obligations without revealing positions. In each case ZK is not a nice-to-have — it is what
makes the on-chain version legally and commercially viable at all.

Integrating with existing systems

No institution rips out its core banking, custody, or settlement stack to adopt ZK. The pragmatic pattern
is a verifiable layer alongside the system of record: existing systems remain authoritative, while a ZK ser‐
vice issues and verifies proofs about their state. Proof generation runs as an off-chain service that your
infrastructure already knows how to operate — a containerised prover behind an API — and on-chain
verifier contracts become just another integration endpoint. Identity and access controls map onto issuer
and viewing-key roles. The cryptography is new; the operational shape is familiar.

A phased ZK adoption roadmap

1 · Explore
PoC + threat model

2 · Pilot
one private flow

3 · Audit
circuits + setup

4 · Production
go live, monitor

5 · Scale
more flows

Figure 8.1 — A phased roadmap. Each stage earns the right to the next; the audit gate is non-negotiable.

Regulatory posture



Engage regulators early and frame ZK as stronger assurance, not evasion. A proof that an obligation was
met is more reliable than a self-reported attestation, and the selective-disclosure and viewing-key mech‐
anisms of Chapter 5 give supervisors lawful, targeted access on demand. Document the cryptographic as‐
sumptions, the audit results, and the disclosure controls in language a non-cryptographer compliance of‐
ficer can defend. The institutions that win this conversation are the ones that present ZK as a compliance
upgrade with privacy benefits — not a privacy tool that complicates compliance.

A sequenced roadmap

Maturity is earned in order. First, run a contained proof-of-concept with a written threat model, so the
team builds cryptographic literacy on a low-stakes problem. Second, pilot a single high-value, confiden‐
tiality-bound flow — proof-of-reserves is a common opener — with real but limited exposure. Third, put
the circuits, setup, and verifier through a specialist security audit; this gate is non-negotiable. Fourth,
go to production with monitoring, prover capacity, and an incident plan. Only then scale to additional
flows on the audited, operational foundation.

First 90 days — a pragmatic start

Weeks 1–3: select a single confidentiality-bound use case; write the threat model and
disclosure requirements.

Weeks 4–8: build the circuit and prover; stand up the off-chain proving service and on-
chain verifier in a test environment.

Weeks 6–10: assemble negative and positive test corpora; wire the verifier generation into
CI to prevent drift.

Weeks 9–12: engage a specialist auditor and a regulator contact in parallel; line up the
production prover capacity.

The destination is not "more cryptography". It is an institution where confidentiality and verifiability co‐
exist by design — where you can prove you are compliant, solvent, and correct, without ever revealing
more than you must.



I N  C L O S I N G

Key Takeaways & Further Reading

Ten things to remember
1. Zero-knowledge reconciles the contradiction at the heart of public ledgers: verifiability without

disclosure.

2. Every ZK proof rests on three properties — completeness, soundness, and zero-knowledge. Trace
every decision back to them.

3. SNARKs give tiny proofs and cheap on-chain verification, often at the price of a trusted setup.

4. STARKs are transparent and post-quantum, trading larger proofs for no setup and long-term
security.

5. The real engineering is arithmetisation — turning logic into a tightly constrained circuit. Fewer
constraints, cheaper proofs.

6. Recursion and aggregation give constant-cost verification regardless of how much computation you
prove.

7. A ZK-rollup is safe via its validity proof and data availability; it is fair via sequencer decentralisation
— keep the questions separate.

8. For regulated markets, replace disclosure with proof: selective disclosure, proof-of-reserves, and
confidential transactions.

9. Design auditability in from day one — viewing keys and disclosure proofs — so privacy and lawful
inspection coexist.

10. ZK bugs are silent. "Compute then constrain", range-check everything, enforce nullifier uniqueness,
and have specialists audit the circuits.

Further reading
Goldwasser, Micali & Rackoff — "The Knowledge Complexity of Interactive Proof Systems" (the founding paper).

Groth16, PLONK, and Halo2 — the canonical proving-system papers and their reference implementations.

Ben-Sasson et al. — "Scalable, transparent, and post-quantum secure computational integrity" (the STARK paper).

Root Digit Engineering Series — companion volumes on Confidential Smart Contracts and on Tokenisation & On-Chain
Compliance.
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Prove it —
without revealing it.
Root Digit helps enterprises build the privacy-preserving systems described in this
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