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E X E C U T I V E  S U M M A R Y

Governance Is What Lets You Scale

A model that works in a notebook is a prototype. A model that keeps working in produc‐
tion — through data drift, code changes, retraining, and regulatory scrutiny — is an oper‐
ated system. The gap between the two is MLOps and responsible-AI governance, and it is
where most machine-learning value is won or lost.

The instinct, when a model performs well in evaluation, is to ship it and move on. But unlike convention‐
al software, a machine-learning system is coupled to a world that changes underneath it. The code is
frozen; the data is not. Customer behaviour shifts, an upstream pipeline silently changes a unit, a com‐
petitor enters the market — and a model that was accurate on Monday is quietly wrong by Friday, with
no exception thrown and no test failing. "Ship and forget" is not a strategy for ML; it is a slow-motion
incident.

This book treats governance not as a brake on machine learning but as the discipline that makes operat‐
ing it at scale possible. The same practices that satisfy a regulator — lineage, reproducibility, evaluation
gates, monitoring, documentation — are the practices that let an engineering team change a model on
Tuesday without fear. Observability tells you what your models are doing; evaluation tells you whether a
change is safe; risk management tells you which controls a given use case demands. Together they turn a
fragile asset into a dependable one.
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What you will take away

A clear-eyed view of the ML lifecycle and why monitoring and retirement matter as much as training.

Concrete patterns for data and feature management — lineage, contracts, point-in-time correctness,
and avoiding training/serving skew.

An evaluation discipline that treats offline metrics as a release gate and online metrics as the proof of
value.



Practical drift detection and a defensible answer to the question every team avoids: when do we
retrain?

A responsible-AI and governance model mapped to the NIST AI RMF, the EU AI Act, and ISO/IEC
42001.

H O W  T O  R E A D  T H I S  B O O K

Chapters 1–4 follow a model through its life — lifecycle, data, training, and deployment.
Chapters 5–6 cover the operating disciplines of monitoring and continuous evaluation.
Chapters 7–8 address responsible AI and governance, the controls that make all of it defensible.
Read in order for a full programme, or jump to the chapter matching your current pain.
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C H A P T E R  O N E

The Model Lifecycle

A machine-learning model is not a deliverable; it is a living system with a lifecycle. The
teams that succeed in production are the ones that treat every stage — data, train, deploy,
monitor, retire — as a first-class engineering responsibility, not just the modelling step in
the middle.

It is tempting to picture ML work as a straight line: gather data, train a model, deploy it, done. In reality
the lifecycle is a loop. A deployed model generates predictions, those predictions shape the world, the
world produces new data, and that data eventually demands a new model. The work that determines
whether a model creates lasting value happens largely after the celebrated training run — in the unglam‐
orous stages of deployment, monitoring, and retraining that the prototype phase conveniently ignores.

The MLOps lifecycle loop

Data

Train

DeployMonitor

Retire the world keeps
changing underneath

Figure 1.1 — The lifecycle is a loop, not a line. Monitoring feeds retraining; retirement closes it.

Five stages, each a discipline
Data. Everything starts with the inputs. Collection, labelling, validation, and versioning determine the
ceiling on model quality. A model can only learn the patterns present in its data, and it inherits every
bias and error baked into it.

Train. The modelling step turns data into parameters. Done responsibly, it is reproducible — the same
data, code, and configuration produce the same model — and every experiment is tracked so a result can
be explained and re-created months later.

Deploy. A trained model is inert until it serves predictions. Deployment moves it into a system where
latency, throughput, rollback, and consistency with training-time behaviour all matter, and where mis‐



takes have customer impact.

Monitor. Once live, the model must be watched — for input drift, prediction shifts, and performance
decay. This is the stage most often neglected and the one that most often saves a team from a silent
failure.

Retire. Every model eventually outlives its usefulness. Retiring it deliberately — archiving the artefact,
documenting the decision, redirecting traffic — is as important as launching it. Zombie models that no
one owns are a compliance and reliability hazard.

Why "ship and forget" fails for ML

Traditional software is deterministic: given the same input, it behaves identically until someone changes
the code. Machine-learning systems break this assumption. Their behaviour depends on data distribu‐
tions that the team does not control and that shift continuously. The dangerous property is that this de‐
cay is silent. No stack trace appears, no test goes red, no alert fires — the model simply becomes less ac‐
curate while reporting business as usual.

Worse, ML systems accumulate hidden coupling. A feature pipeline shared across three models means a
change to one quietly perturbs the others. A downstream consumer comes to depend on a quirk of the
current model's outputs. The well-known phrase "technical debt in machine-learning systems" captures
this: the modelling code is a small fraction of a sprawling system of data dependencies, configuration,
and glue — and that surrounding system is where the debt compounds.

I N  P R A C T I C E

A logistics client of Root Digit ran a demand-forecasting model for eight months without moni‐
toring. It had quietly lost a fifth of its accuracy after a supplier changed how it reported lead
times — a single upstream unit change. The fix took an afternoon; the undetected error had cost
far more. The lesson was not "build a better model" but "operate the one you have."

The mandate of this book

The chapters that follow walk the lifecycle in order and then layer on the disciplines that hold it together:
monitoring, evaluation, responsible-AI practice, and governance. The premise throughout is simple. The
model is the easy part. The system around it — observable, reproducible, governed — is the part that de‐
termines whether your machine learning is a durable capability or a liability waiting to surface.



C H A P T E R  T W O

Data & Feature Management

No model is better than the data it learns from and the features it is served. Most produc‐
tion ML failures are data failures wearing a model's clothes — a stale feature, a silent
schema change, a mismatch between how a value was computed at training time and serv‐
ing time.

Modelling teams obsess over architecture and hyperparameters, but the highest-leverage work in a ma‐
ture ML organisation happens in the data layer. Get lineage, contracts, and feature consistency right and
ordinary models perform reliably. Get them wrong and the most sophisticated model in the world will
produce confident nonsense, because the inputs it sees in production no longer mean what they meant in
training.

Lineage: knowing where everything came from

Data lineage is the recorded provenance of every dataset, feature, and model — which raw sources fed
which transformations, which transformations produced which features, and which features trained
which model version. When a prediction is questioned, lineage lets you trace it back to the exact data and
code that produced it. When an upstream source is found to be corrupt, lineage tells you precisely which
models are affected. Captured automatically as part of the pipeline, lineage is cheap; reconstructed after
an incident, it is nearly impossible.

The feature store and point-in-time correctness
A feature store is the system of record for computed features. Its central purpose is to guarantee that a
feature is computed identically whether it is being served for training or for live inference — eliminating
the most common and most damaging bug in production ML, training/serving skew. Skew arises
when the training pipeline and the serving pipeline compute "the same" feature in subtly different ways:
a different default for missing values, a different time window, a different rounding rule. The model
learns one distribution and is served another, and accuracy quietly collapses.

Closely related is point-in-time correctness. When you assemble a training set, every feature value
must reflect what was actually known at the moment of the label — never a value computed later.
Joining a label from January to a feature aggregated over the full year leaks future information into the
past. The model looks brilliant offline and fails the instant it meets data it cannot see the future of. A fea‐
ture store enforces point-in-time joins so this leakage cannot happen by accident.

Data contracts: governance at the source



The single highest-leverage practice in the data layer is the data contract — an explicit, versioned
agreement between a producer and its consumers describing schema, semantics, freshness, ownership,
and sensitivity. Contracts move quality upstream, so a breaking change is caught at the producer rather
than discovered as a degraded model weeks later.

# contract: txn_features.v3 — governs a training/serving feature source
dataset: txn_features
version: 3
owner: team-risk@rootdigit.com
sla:
  freshness: "<= 5m"
  availability: 99.95
schema:
  - {name: account_id,    type: string,  pii: true,  mask: hash}
  - {name: txn_amount_7d, type: float,   nullable: false, unit: usd}
  - {name: merchant_risk, type: float,   range: [0, 1]}
point_in_time:
  event_timestamp: txn_time
  ttl: "90d"                    # prevents future-data leakage at join
on_breaking_change: block_and_alert    # caught at producer, not in the model

Listing 2.1 — A feature contract makes freshness, units, and point-in-time semantics machine-enforceable, not tribal knowledge.

Labels, validation, and versioning

Two more practices round out a healthy data layer. Automated validation checks every batch against
expectations — schema, ranges, null rates, distributions — and quarantines anything anomalous before it
reaches training or serving. And dataset versioning treats data as a first-class artefact: a model is
trained against an immutable, addressable snapshot, so the exact inputs behind any model version can
always be recovered. Without versioned data, reproducibility — the subject of the next chapter — is
impossible.

A N T I - PAT T E R N

Computing features in a notebook for training, then re-implementing them by hand in the serv‐
ing service. The two will drift apart within weeks, and no test will catch it because each is "cor‐
rect" on its own. Define a feature once, in the feature store, and serve it from there for both
paths.



C H A P T E R  T H R E E

Training, Tracking & Reproducibility

If you cannot re-create a model, you cannot trust it, debug it, or defend it to a regulator.
Reproducibility is not a nicety; it is the foundation on which evaluation, auditing, and inci‐
dent response all depend.

The modelling step is where most of the visible work happens, but the discipline that distinguishes a re‐
search script from a production asset is unglamorous: track every experiment, version every input and
output, and make the pipeline that produced a model re-runnable on demand. The goal is that any model
in your registry can be answered for completely — what data, what code, what configuration, what met‐
rics — months or years after it was trained.

Experiment tracking

Every training run should be recorded automatically: the dataset version, the code commit, the hyperpa‐
rameters, the environment, the random seeds, and the resulting metrics and artefacts. This is not bu‐
reaucracy — it is how a team compares dozens of candidates objectively, understands why one approach
beat another, and avoids re-running expensive experiments because no one wrote down the result. A run
that is not tracked effectively did not happen; its insight evaporates the moment the engineer closes the
terminal.

The model registry

The model registry is the system of record for trained models. It versions each model artefact, attaches
its lineage and metrics, and tracks its stage — staging, production, archived. The registry is where pro‐
motion decisions are made and recorded: a model does not reach production by someone copying a file,
but by an auditable transition with the evaluation results that justified it attached. When a regulator or
an incident asks "which model was serving on the third of March, and how did it get there?", the registry
answers in seconds.



import mlflow

with mlflow.start_run(run_name="fraud-xgb-v7") as run:
    mlflow.log_params({"max_depth": 8, "lr": 0.05})
    mlflow.log_param("dataset_version", "txn_features@2026-05-01")
    model = train(X, y)
    mlflow.log_metrics({"auc": 0.941, "recall@1pct": 0.78})
    mlflow.xgboost.log_model(model, "model")

# promote only after the eval gate passes (see Chapter 6)
mlflow.register_model(f"runs:/{run.info.run_id}/model", "fraud-detector")
client.transition_model_version_stage("fraud-detector", version=7, stage="Staging")

Listing 3.1 — Logging params, dataset version, and metrics, then registering the artefact, makes promotion auditable rather than ad hoc.

Reproducible pipelines
Reproducibility means that re-running the pipeline with the same inputs produces the same model —
within the tolerances of inherently stochastic steps, which themselves are seeded and recorded.
Achieving this requires versioning everything that influences the result: data (Chapter 2), code (Git com‐
mit), configuration, and the environment, pinned via containers and locked dependency files. The payoff
is enormous: when production behaviour surprises you, you can re-create the exact model and bisect the
change rather than guessing.

From notebooks to pipelines
Research begins in notebooks, and that is fine — but a notebook is not a production pipeline. The transi‐
tion that separates teams who scale from those who stall is the discipline of refactoring exploratory code
into parameterised, tested, orchestrated pipeline steps. Each step has typed inputs and outputs, logs its
lineage, and can be triggered automatically. The same pipeline that trains a model today is the one that
retrains it in three months, on the same rails, without an engineer reconstructing forgotten steps from
memory.

I N  P R A C T I C E

The most common reproducibility failure Root Digit sees is not exotic. It is a model trained
from a dataset that was overwritten in place. The numbers were excellent, the model shipped,
and six weeks later no one could re-create it because the data had changed. Immutable, ver‐
sioned datasets and a registry that pins them are the cheapest insurance in all of MLOps.



C H A P T E R  F O U R

Deployment & Serving

A trained model creates no value until it serves predictions reliably. Deployment is where
ML meets software engineering, and where the cost of a mistake stops being a wrong num‐
ber on a dashboard and starts being a wrong decision for a customer.

The aspiration is to make deploying a model as routine, automated, and reversible as deploying any oth‐
er service — but with extra care for the things that make ML different: the artefact is large, the behaviour
is probabilistic, and the consequences of a regression are harder to spot. The disciplines below let a team
release frequently and confidently rather than rarely and fearfully.

CI/CD for machine learning
Continuous integration and delivery for ML extends the familiar software pipeline with model-specific
gates. A change — to code, data, or configuration — triggers a pipeline that rebuilds features, retrains or
re-validates the model, runs the offline evaluation suite of Chapter 6, packages the artefact, and pro‐
motes it through the registry. The crucial difference from ordinary CI/CD is that the tests include model
quality gates, not just unit tests: a candidate that fails to clear the accuracy or fairness bar is blocked ex‐
actly as a failing assertion would block a code change.

A CI/CD pipeline for ML

Commit /
new data

Build features
+ retrain

Eval gate
(pass / block)

Register +
package

Canary
rollout

a failed gate blocks promotion and routes back to fix

Figure 4.1 — CI/CD for ML: the offline evaluation suite is a hard release gate, not an afterthought.

Serving patterns: online, batch, real-time

Not every model needs the same serving mode, and choosing the right one is a cost and reliability deci‐
sion. Batch serving scores large volumes on a schedule — yesterday's churn scores computed overnight
— and is simplest to operate. Online (real-time) serving exposes the model behind an API for syn‐
chronous, low-latency predictions, as in fraud scoring at the moment of a transaction; here latency bud‐
gets, autoscaling, and feature-fetch speed dominate. A streaming mode sits between them, scoring



events continuously as they arrive. Many systems combine modes: batch for the bulk, online for the
time-sensitive edge.

Safe rollouts and fast rollback

Because a new model can regress in ways no offline test fully anticipates, never replace a production
model in one step. Three patterns make rollout safe. Shadow deployment runs the new model along‐
side the old on live traffic without acting on its predictions, so you can compare behaviour at production
scale with zero customer risk. Canary sends a small slice of real traffic to the new model and watches its
metrics before widening. Blue-green keeps the previous version live and ready, so reverting is an in‐
stant traffic switch rather than a redeploy. Whatever the pattern, the non-negotiable is a tested, one-
command rollback — the confidence to ship comes from the certainty that you can un-ship.

# canary rollout: 5% of traffic, auto-rollback on metric breach
deployment: fraud-detector
strategy: canary
steps:
  - set_weight: 5                 # start small
  - watch:
      metric: prediction_latency_p99
      threshold: "< 120ms"
  - watch:
      metric: approval_rate_delta
      threshold: "abs < 0.03"      # guard against silent behaviour shift
  - on_breach: rollback           # instant return to the stable version
  - promote_if_stable_for: "30m"

Listing 4.1 — A canary config: real traffic, watched metrics, and automatic rollback turn deployment into a controlled experiment.

S A F E T Y  P R I N C I P L E

The metric that decides a rollout's fate must be operational, not academic. Latency, error rate,
and a business-outcome proxy (approval rate, conversion, escalation) catch real regressions in
minutes. Waiting for ground-truth labels to compute offline AUC catches them weeks too late.



C H A P T E R  F I V E

Monitoring & Drift

A deployed model is a sensor pointed at a moving world. Monitoring is how you notice
when the world has moved far enough that the model is no longer measuring what it was
trained to measure. Without it, you are flying a system that degrades silently.

Conventional application monitoring — latency, error rates, throughput — is necessary but nowhere near
sufficient for ML. A model can be perfectly healthy by every infrastructure metric while producing sys‐
tematically worse predictions, because the failure is statistical, not operational. ML monitoring adds a
layer that watches the data and the predictions themselves, and that is where drift is caught.

Two kinds of drift
Data drift (covariate shift) is a change in the distribution of the inputs the model sees. The relationship
between inputs and outputs may be unchanged, but the model is now being asked about regions of the
input space it saw little of in training — a new customer segment, a new product, a new sensor calibra‐
tion. Concept drift is more insidious: the relationship between inputs and the target itself changes. The
same input now implies a different outcome — fraud patterns evolve, consumer preferences shift, an eco‐
nomic regime changes. Data drift you can often detect from inputs alone; concept drift usually only re‐
veals itself once labels arrive and performance has already dropped.

A drift-monitoring flow

Live inputs +
predictions

Compare vs.
training baseline

No drift → keep

Drift detected
→ alert

Trigger retrain
/ investigate

Figure 5.1 — Drift monitoring compares live distributions to the training baseline and routes detected drift to alerting and retraining.

What to watch, and how

A complete monitoring stack watches three things. Inputs: the distribution of each feature versus its
training baseline, using statistical tests such as the population stability index or a Kolmogorov–Smirnov
comparison. Predictions: the distribution and confidence of outputs, which often shifts before labels
arrive. Performance: accuracy, AUC, or business metrics, computed as ground-truth labels become



available — the ultimate signal, but a lagging one. Because labels are often delayed, the practical disci‐
pline is to use input and prediction drift as early warnings and confirm with performance once truth
catches up.

The hardest part of performance monitoring is the label-latency problem: the truth you need to score
the model arrives long after the prediction. A loan default surfaces months later; a fraud chargeback
weeks later. During that gap you are blind to accuracy and must lean on the leading indicators — input
and prediction drift, and proxy signals such as override rates or downstream complaint volumes.
Designing the feedback path that collects and joins those eventual labels back to the predictions that
generated them is itself a piece of infrastructure, and one teams routinely forget to build until they dis‐
cover they cannot measure how a six-month-old model actually performed.

from scipy.stats import ks_2samp

def check_drift(baseline, live, alpha=0.05):
    drifted = {}
    for feat in baseline.columns:
        stat, p = ks_2samp(baseline[feat], live[feat])
        if p < alpha:                       # distributions differ significantly
            drifted[feat] = round(stat, 3)
    if drifted:
        alert("data_drift", features=drifted)   # page on-call, don't fail silently
    return drifted

Listing 5.1 — A per-feature drift check: when a live distribution diverges from baseline, raise an alert rather than waiting for accuracy to
collapse.

When do we retrain?
"Retrain on a schedule" is the lazy answer; it wastes compute when nothing has changed and lags reality
when something has. The mature answer is trigger-based retraining: retrain when monitoring shows
performance has crossed a defined threshold, when drift on important features exceeds a bound, or
when a known external event invalidates the old assumptions. A scheduled cadence is the backstop, not
the primary trigger. Crucially, retraining is not automatically the right response — sometimes drift sig‐
nals a data-pipeline bug, not a stale model, and retraining on broken data would only entrench the error.
Detection should prompt investigation; retraining is one possible outcome of it.

M E T R I C  T H AT  M AT T E R S

Track time-to-detection: how long between a meaningful drop in real performance and the mo‐
ment your team is alerted. Teams optimise model accuracy obsessively while tolerating a time-
to-detection of weeks. Cutting that to hours protects far more value than another point of off‐
line AUC.



C H A P T E R  S I X

Evaluation & Continuous Testing

Evaluation is what lets you change a model without crossing your fingers. If a regression
suite gates every release and online metrics confirm real-world value, then improving a
model becomes a routine, low-risk engineering act rather than a gamble.

Software earns trust through tests. ML systems need an equivalent — but because their behaviour is sta‐
tistical and their failures are graded rather than binary, the testing discipline is richer. It spans offline
evaluation that gates releases, online evaluation that measures impact, and regression testing that en‐
sures yesterday's fixes are not silently undone by today's model.

Offline evaluation as a release gate
Before any model reaches production, it must clear an offline evaluation against a held-out, version-
controlled test set with known outcomes. This is the model's release gate, wired directly into the CI/CD
pipeline of Chapter 4. A candidate that fails to meet the bar — on overall accuracy, on key segments, and
on fairness metrics — does not ship, full stop. The discipline that makes this work is treating the evalua‐
tion set as a curated, growing asset: it must be representative, free of leakage, and continuously enriched
with the hard cases that production surfaces.

The evaluation flywheel

Production traffic Capture &
label hard cases

Grow eval
set

Gate next
release

production failures become permanent regression tests

Figure 6.1 — The evaluation flywheel: every production failure is captured as a test case that gates future releases.

Online evaluation and A/B testing

Offline metrics predict performance; only online evaluation proves it. The gold standard is the A/B test:
route a randomised share of traffic to the candidate model and compare its real business outcomes
against the incumbent — conversion, fraud caught, revenue, complaint rate — with proper statistical
rigour. A model that wins offline can lose online for reasons no static dataset captures: it interacts with



the rest of the system, with user behaviour, with feedback loops. The decision to promote should rest on
the online result; the offline gate only earns the candidate the right to be tested live.

Running these experiments well demands the same rigour any experiment does: a pre-registered hy‐
pothesis and primary metric, a sample size powered to detect the effect that matters, and guardrail met‐
rics that halt the test if something the team did not intend regresses. Two ML-specific traps deserve at‐
tention. First, feedback loops — a recommender that promotes what it already shows will look like it is
improving while merely reinforcing itself; randomisation must break that loop. Second, the delayed-
outcome problem again — if the business metric only materialises weeks later, the test must run long
enough to capture it rather than declaring victory on an early proxy that later reverses.

Regression testing for models

As a model evolves, it is alarmingly easy for a change that improves the aggregate metric to silently break
behaviour the business depends on. Behavioural regression tests guard against this by pinning spe‐
cific, important cases: known-fraud transactions that must always be flagged, edge inputs that must not
crash, segments that must not regress. Like assertions in code, they encode hard-won knowledge so it
cannot be lost. A new model may raise overall AUC, but if it stops catching a fraud pattern the team
painstakingly learned about, the regression test fails and the change is blocked until that case is handled.

def test_known_fraud_still_caught(model, golden_cases):
    for case in golden_cases:           # curated, must-pass scenarios
        score = model.predict_proba(case.features)[1]
        assert score > 0.9, (
            f"regression: {case.id} no longer flagged "
            f"(score={score:.2f})")

def test_segment_parity(metrics):
    for seg in metrics.segments:        # no segment may regress
        assert metrics[seg].recall >= baseline[seg].recall - 0.02

Listing 6.1 — Behavioural regression tests pin must-not-break cases and per-segment performance, so an aggregate gain cannot mask a
specific loss.

I N  P R A C T I C E

The teams Root Digit sees ship most confidently are not those with the highest benchmark
scores — they are the ones whose every past incident became a permanent test case. Their eval‐
uation set is a memoir of every way the system has failed, and it makes those failures impossi‐
ble to repeat.



C H A P T E R  S E V E N

Responsible AI: Fairness, Explainability &
Bias

A model can be accurate and still be unacceptable — if it discriminates, if no one can ex‐
plain its decisions, or if it operates without meaningful human oversight. Responsible AI is
the discipline of building models that are not just performant but fair, transparent, and
accountable.

This is not a compliance veneer applied at the end. The decisions that determine whether a model is fair
and explainable are made throughout the lifecycle — in the data it learns from, the features it uses, the
way it is evaluated, and the oversight wrapped around it. Treating responsible AI as a release checklist
guarantees failure; baking it into the lifecycle is what makes it real.

Bias: where it comes from and how to audit it

Bias enters a model through its data. If historical decisions were biased, a model trained to predict them
will faithfully reproduce — and often amplify — that bias, all while appearing objective. A bias audit
measures model outcomes across protected and sensitive groups using fairness metrics appropriate to
the context: demographic parity, equalised odds, predictive parity. These metrics can conflict; you can‐
not maximise all of them simultaneously, which is why fairness is a decision that requires explicit, docu‐
mented trade-offs rather than a single number to optimise. The audit's purpose is to surface disparate
impact so it can be examined, justified, or remediated — not to pretend a clean score makes a model fair.

Common fairness metrics, at a glance

Metric Asks Use when

Demographic parity Are positive rates equal across groups? Equal access matters more than equal error

Equalised odds Are error rates equal across groups? False positives/negatives carry real harm

Predictive parity Is a given score equally accurate per group? Scores are acted on directly, e.g. risk bands

Explainability and XAI methods



For consequential decisions, "the model said so" is not an acceptable answer — to a customer, an audi‐
tor, or a court. Explainable AI (XAI) methods open the black box. Model-agnostic techniques such as
SHAP and LIME attribute a prediction to its contributing features, answering "why was this loan de‐
clined?" with the factors that drove the outcome. Global explanations describe a model's overall be‐
haviour; local explanations justify a single decision. The right level depends on the audience: a data sci‐
entist debugging the model, a regulator assessing it, and a customer entitled to a reason each need a dif‐
ferent explanation, and a mature programme produces all three.

Documentation: model cards
A model card is the standard artefact for documenting a model's intended use, performance, limita‐
tions, and fairness characteristics. Produced as part of the build rather than bolted on afterwards, it tells
anyone evaluating the model what it is for, where it has been tested, where it should not be used, and
how it performs across segments. It is simultaneously good engineering hygiene and the documentation
most governance frameworks require.

# model_card: fraud-detector v7
intended_use: "Real-time fraud scoring for card-present transactions"
out_of_scope: "Credit decisioning; non-card channels"
training_data: txn_features@2026-05-01   # versioned, see Ch.2-3
performance:
  overall:        {auc: 0.941, recall_at_1pct: 0.78}
  by_segment:                          # fairness audit results
    region_a:     {recall: 0.77, fpr: 0.011}
    region_b:     {recall: 0.76, fpr: 0.012}
limitations: "Degrades on merchant categories with < 500 samples"
oversight: "Declines above $5k require human review"
owner: team-risk@rootdigit.com

Listing 7.1 — A model card captures intended use, per-segment performance, limitations, and oversight in one auditable artefact.

Human oversight

The final pillar is keeping a person meaningfully in or on the loop for high-impact decisions. Human-
in-the-loop means a person reviews and can override before a consequential action; human-on-the-
loop means a person monitors and can intervene. The right posture follows the stakes: a product recom‐
mendation can run autonomously, while a decision that affects someone's credit, health, or employment
should not be final without a route to human review and a clear line of accountability.



P R I N C I P L E

Fairness, explainability, and oversight are properties of the system, not of the model in isola‐
tion. A perfectly fair model deployed without recourse, or an explainable one whose explana‐
tions no one is allowed to act on, fails the responsibility test. Design the human and process
around the model as deliberately as the model itself.



C H A P T E R  E I G H T

Governance & Compliance at Scale

When an organisation runs not one model but hundreds, governance can no longer live in
spreadsheets and good intentions. It becomes a control plane — a set of policies, invento‐
ries, and enforced gates that make every model accountable without grinding the organisa‐
tion to a halt.

The challenge of scale is that the practices of the preceding chapters — lineage, evaluation, monitoring,
documentation, oversight — must be applied consistently across every model, by every team, and proven
to outsiders. Governance is the discipline that makes "we do this" verifiable as "we always do this, and
here is the evidence." Done well it is largely invisible, encoded in the platform rather than imposed by
committee.

Model risk management

Regulated industries have managed model risk for decades, and that discipline is the backbone. It rests
on a few pillars: a complete inventory of every deployed model with an accountable owner; a docu‐
mented purpose and risk tier for each; independent validation proportionate to risk; and peri‐
odic revalidation so a model is re-examined as the world changes around it. The aim is that no model
operates in the dark — every one is known, owned, classified, and reviewed on a defined cadence.

The NIST AI Risk Management Framework

The NIST AI RMF organises practice into four functions that map cleanly onto the disciplines in this
book. Govern establishes the culture, policies, and accountability — the control plane itself. Map identi‐
fies each system's context, purpose, and risks at intake. Measure is the evaluation and monitoring of
Chapters 5 and 6 — quantifying performance, fairness, and drift. Manage acts on what was measured:
prioritising risks, applying controls, and responding to incidents. Used as a backbone rather than a box-
ticking exercise, the four functions give a programme a shared language and a complete coverage map.



A governance plane mapped to NIST AI RMF

GOVERN Policy · accountability · culture — the plane that spans every model

MAP
Context, purpose,
risk tier at intake

MEASURE
Evaluation, fairness,

drift & monitoring

MANAGE
Controls, response,

revalidation

Figure 8.1 — Govern is the plane spanning all models; Map, Measure, and Manage are the operating functions beneath it.

The EU AI Act and risk tiers

Where NIST offers a voluntary framework, the EU AI Act imposes binding obligations scaled to risk. It
sorts AI systems into tiers — unacceptable practices that are prohibited, high-risk systems (such as those
used in credit, employment, or essential services) that carry heavy obligations around risk management,
data quality, documentation, human oversight, and transparency, limited-risk systems that require dis‐
closure, and minimal-risk systems that are largely unregulated. The practical move is to classify each use
case by its tier at intake (the Map function), because the tier dictates which controls are mandatory
rather than optional.

Risk tier → controls it triggers

Risk tier Example use case Minimum controls

Minimal Internal anomaly triage Inventory entry, logging, owner

Limited Customer-facing recommender Disclosure, monitoring, eval gate

High Credit or eligibility scoring Bias audit, human oversight, model card, revalidation

Unacceptable Prohibited practices Not deployed

ISO/IEC 42001 and operationalising governance

ISO/IEC 42001 — the standard for an Artificial Intelligence Management System — provides the or‐
ganisational scaffolding to make all of this durable: defined roles, policies, risk processes, and a continu‐
al-improvement cycle that an auditor can certify. The throughline of this book is that compliance and
good engineering converge. The model registry gives you your inventory; lineage gives you traceability;
the evaluation gate gives you validation; monitoring gives you ongoing measurement; the model card



gives you documentation. Build the platform well, and the governance evidence is a by-product of ship‐
ping on the paved road rather than a separate, dreaded project.

I N  P R A C T I C E

The cheapest time to satisfy a regulator is while building the model, when the facts are at hand.
Root Digit bakes the inventory entry, model card, lineage capture, and evaluation record into
golden-path templates, so a high-risk model arrives at audit with its evidence already assem‐
bled — not reconstructed under deadline.



I N  C L O S I N G

Key Takeaways & Further Reading

Ten things to remember
1. A model is a living system with a lifecycle; the work after training decides whether it creates value.

2. "Ship and forget" fails for ML because the data moves underneath frozen code — and the decay is
silent.

3. Most production failures are data failures; lineage, contracts, and a feature store prevent the
common ones.

4. Point-in-time correctness and training/serving consistency are non-negotiable, or your offline
metrics lie.

5. If you cannot reproduce a model, you cannot trust, debug, or defend it; version data, code, config,
and the artefact.

6. Deploy like an engineer: shadow and canary first, automate the gates, and never ship without one-
command rollback.

7. Monitor inputs and predictions as early warnings; retrain on triggers and investigation, not the
calendar.

8. Make offline evaluation a hard release gate and prove value online; turn every incident into a
permanent regression test.

9. Fairness, explainability, and oversight are system properties — design the data, audit, and human
loop deliberately.

10. At scale, governance is a control plane; map controls to NIST AI RMF, the EU AI Act, and ISO/IEC
42001 by risk tier.

Further reading
NIST AI Risk Management Framework (AI RMF 1.0) — National Institute of Standards and Technology.

Regulation (EU) 2024/1689 — the EU Artificial Intelligence Act.

ISO/IEC 42001 — Artificial Intelligence Management System (AIMS).

"Hidden Technical Debt in Machine Learning Systems" — Sculley et al., on the system around the model.

Root Digit Applied AI Series — companion volumes on The Enterprise AI Operating Model and on Agentic Systems &
LLMOps.



A B O U T  R O O T  D I G I T

Root Digit is an applied AI, robotics, and connected-systems firm headquartered in the Dubai
International Financial Centre, with a registered presence in Wyoming, USA. We design and
operate production intelligence platforms for enterprises in financial services, healthcare, man‐
ufacturing, energy, and defence. Learn more at rootdigit.com.



Operate models you can
trust — and prove it.
Root Digit helps enterprises stand up the MLOps and governance described in this
book — the feature store, reproducible pipelines, evaluation gates, drift monitoring,
and the risk controls that make machine learning defensible at scale. We bring the
platform and the practice; you keep a capability you can audit.

Talk to our ML engineers →

rootdigit.com
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