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E X E C U T I V E  S U M M A R Y

From Raw Telemetry to Operational
Intelligence

Every pump, motor, conveyor, and turbine on a modern plant floor is already generating
data. The opportunity of industrial IoT is not in collecting more of it — it is in turning that
torrent of telemetry into decisions that keep machines running, product flowing, and
downtime off the books.

A pressure sensor reporting twice a second produces over five million readings a month. Multiply that
across a fleet of thousands of assets and you have a firehose that no central cloud was designed to swal‐
low raw. The first instinct — ship everything upstream and figure it out later — collapses under band‐
width, latency, and cost long before it delivers value. The discipline that wins is the opposite: decide as
close to the asset as possible, send only what matters, and reserve the cloud for the work that genuinely
needs scale.

This book is a field guide to building that discipline. It follows the data on its journey — from a sensor on
a machine, through an edge gateway that filters and reasons, into streaming pipelines and time-series
stores, up to digital twins and predictive-maintenance models — and back down as commands and con‐
figuration. It is written for the platform, IoT, and edge engineers who are accountable for the result.

3
TIERS: DEVICE · EDGE · CLOUD

8
CHAPTERS, END-TO-END

<10ms
DECISIONS KEPT AT THE EDGE

1
TELEMETRY-TO-UPTIME PIPELINE

What you will take away

A device-to-edge-to-cloud reference architecture, and a clear rule for what computation belongs in
each tier.

Protocol choices that survive the plant floor — MQTT and Sparkplug for telemetry, OPC-UA for OT
integration, with store-and-forward for links that drop.

Streaming and time-series patterns that ingest millions of points per second without going broke on
storage.



A working model of digital twins and predictive maintenance — anomaly detection, remaining-
useful-life, and the feature engineering behind them.

A security and fleet-operations playbook: device identity, zero trust, segmented OT networks, and
safe over-the-air updates at scale.

H O W  T O  R E A D  T H I S  B O O K

Chapters 1–3 establish the landscape, the connectivity layer, and the case for the edge. Chapters
4–6 build the data backbone — streaming, time-series, digital twins — and the predictive main‐
tenance that rides on it. Chapters 7–8 cover the disciplines that keep a deployed fleet secure,
observable, and affordable.
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C H A P T E R  O N E

The Industrial IoT Landscape

Industrial IoT is the practice of instrumenting physical assets — machines, processes, and
infrastructure — so that their behaviour becomes legible to software, and so that software
can, in turn, influence them. It is where the worlds of operational technology and informa‐
tion technology finally meet.

For most of the twentieth century, the factory floor and the data centre were separate planets.
Operational technology (OT) — the PLCs, SCADA systems, sensors, and actuators that run physical
processes — prized determinism and uptime above all. A control loop that must close in ten milliseconds,
every time, for thirty years, has little in common with a web service that can be redeployed at lunchtime.
Information technology (IT), meanwhile, optimised for change, scale, and connectivity. IIoT is the
convergence of these cultures, and managing that convergence is as much an organisational challenge as
a technical one.

The anatomy of a connected asset
At the bottom of every IIoT system sit sensors and actuators. Sensors transduce physical quantities —
temperature, vibration, pressure, current, flow, position — into signals. Actuators do the reverse: valves
open, motors spin, heaters engage. Between them sits control logic, historically a programmable logic
controller (PLC), increasingly augmented by an edge computer that can run far richer software than lad‐
der logic allows. The art of IIoT is wrapping this existing control plane in an observability and intelli‐
gence layer without disturbing the determinism the process depends on.
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Figure 1.1 — The three-tier IIoT reference: devices feed an edge gateway, which forwards distilled telemetry to the cloud.

The value of connected assets

The business case rests on a short list of outcomes. Avoided downtime is usually the headline: an un‐
planned stoppage on a production line can cost tens of thousands of dollars an hour, and predicting fail‐
ure before it happens converts emergency repairs into scheduled maintenance. Yield and quality im‐
prove when process drift is caught in minutes rather than at end-of-line inspection. Energy and con‐
sumables are optimised when consumption is measured per asset rather than per building. And safety
rises when dangerous conditions trigger automatic responses faster than any human could.

What ties these outcomes together is a shift from periodic to continuous knowledge of the plant. Without
instrumentation, a manager learns about a problem from a defective batch, a maintenance log, or a
stopped line — always after the fact. With it, the same problem announces itself as a trend in the data
hours or days earlier, while there is still time to act cheaply. The financial value of IIoT is largely the val‐
ue of moving every decision earlier in time, when options are still open and consequences are still small.

Why IIoT is not consumer IoT

It is tempting to treat a factory like a very large smart home, and ruinous to do so. The differences are
categorical. Industrial environments demand determinism and real-time guarantees that a best-
effort consumer cloud cannot provide. Equipment lifecycles span decades, not seasons, so brownfield
integration with legacy protocols is the norm, not the exception. Safety and regulatory conse‐
quences are physical and severe — a buggy firmware push can damage equipment or injure people.
Connectivity is frequently intermittent or air-gapped, ruling out designs that assume an always-on
link. And the scale of telemetry dwarfs consumer use cases, forcing hard choices about what to keep.



I N  P R A C T I C E

A packaging manufacturer working with Root Digit instrumented forty sealing machines for vi‐
bration and motor current. The goal was never "collect all the data" — it was to detect the spe‐
cific bearing-wear signature that preceded 80% of their unplanned stoppages. Scoping the out‐
come first, then the telemetry, kept the project small and the payback under six months.



C H A P T E R  T W O

Connectivity & Protocols

Telemetry has to travel before it can be useful, and the plant floor is a hostile place for data
in motion. The protocols you choose determine whether your system is efficient, resilient,
and integrable — or a brittle pile of custom adapters.

Two protocol families dominate modern IIoT, and they solve different problems. MQTT is the messag‐
ing backbone — a lightweight publish/subscribe protocol designed for constrained devices and unreli‐
able networks. OPC-UA is the OT integration standard — a richly typed, secure protocol for talking to
PLCs, SCADA systems, and industrial machinery. A typical architecture uses OPC-UA to read from
equipment at the edge and MQTT to move the resulting telemetry north. Knowing which to reach for,
and when, is half the battle.

The reason no single protocol wins is that the requirements pull in opposite directions. At the equipment
boundary you want rich typing, security, and a faithful model of the machine — OPC-UA's strengths.
Across constrained, intermittent wide-area links you want the smallest possible footprint and graceful
tolerance of disconnection — MQTT's strengths. Trying to stretch either protocol to cover the other's job
is where deployments turn brittle: OPC-UA over flaky cellular is heavy and fragile, while raw MQTT
pressed into modelling equipment quickly accretes ad-hoc conventions that no two teams implement the
same way.

MQTT and the publish/subscribe model
MQTT decouples producers from consumers through a broker. Devices publish messages to hierarchi‐
cal topics; consumers subscribe to the topics they care about. Neither needs to know the other exists.
This decoupling is exactly what intermittent networks need: a device can publish whether or not anyone
is currently listening, and quality-of-service levels (0, 1, 2) let you trade throughput for delivery guaran‐
tees per message. The protocol's header is just two bytes, which matters when you are paying for cellular
data per megabyte across thousands of devices.



import paho.mqtt.client as mqtt, json, time

client = mqtt.Client(client_id="press-07", protocol=mqtt.MQTTv5)
client.tls_set()                                  # mutual TLS — device identity
client.connect("broker.plant.local", 8883)

while True:
    reading = {"ts": time.time(), "vib_rms": read_vibration(),
               "motor_a": read_current()}
    client.publish("plant/lineA/press-07/telemetry",
                   json.dumps(reading), qos=1)   # at-least-once delivery
    time.sleep(0.5)

Listing 2.1 — A device publishing telemetry over MQTT with mutual TLS and QoS 1 for guaranteed delivery.

Sparkplug: structure on top of MQTT
Raw MQTT is unopinionated — it moves bytes on topics and says nothing about their meaning or about
device state. Sparkplug B is a specification that layers convention on top: a defined topic namespace,
an efficient binary payload, and crucially a state-awareness model. Each device registers a "birth" cer‐
tificate describing its metrics, and the broker holds a "death" certificate (a last-will message) that fires
automatically if the device drops off. Consumers therefore always know whether a value is live or stale —
a property plain MQTT lacks and that operations teams sorely need.

OPC-UA at the equipment boundary
Where MQTT moves telemetry, OPC-UA models it. It exposes equipment as a typed address space — a
browsable hierarchy of nodes with data types, units, and metadata — and supports secure sessions, au‐
thentication, and both polling and subscriptions. Most modern PLCs ship an OPC-UA server; the edge
gateway acts as a client, reading values and translating them into MQTT/Sparkplug messages for the rest
of the system. This keeps the deterministic OT world cleanly separated from the IT messaging fabric.

from asyncua import Client

async with Client("opc.tcp://plc-12.plant.local:4840") as opc:
    node = opc.get_node("ns=2;s=Line.A.Press07.MotorCurrent")
    value = await node.read_value()           # typed, with engineering units
    quality = await node.read_data_value()    # includes OPC StatusCode
    print(value, quality.StatusCode)

Listing 2.2 — Reading a typed value from a PLC over OPC-UA; the status code reports data quality alongside the value.

Gateways, store-and-forward, and intermittent links
The single most important resilience pattern in IIoT is store-and-forward. The edge gateway buffers
telemetry to local durable storage and forwards it when connectivity returns, so a severed link costs you
latency but never data. Design for this from the start: assume the network will fail, give the buffer a



bounded size with a clear eviction policy (usually "keep the newest, downsample the oldest"), and make
timestamps device-authoritative so out-of-order arrival upstream is unambiguous.

Choosing a protocol

Protocol Best for Watch out for

MQTT Northbound telemetry over flaky links No built-in payload schema or state model

Sparkplug B MQTT with state awareness & structure All clients must speak it; broker support needed

OPC-UA Reading typed data from OT equipment Heavier; secure config is non-trivial

HTTP/REST Occasional config & control calls Too chatty for high-rate telemetry



C H A P T E R  T H R E E

Edge Computing & Inference

The cloud is not the centre of an IIoT system — the edge is. Processing data near where it
is produced is not an optimisation; for most industrial workloads it is the only design that
meets the constraints of latency, bandwidth, and autonomy.

The edge is the band of compute between the device and the cloud: gateways, industrial PCs, and in‐
creasingly capable embedded modules sitting on or beside the equipment. Pushing computation here is
driven by hard physics and hard economics, not fashion. Light takes time to reach a distant region;
bandwidth is finite and metered; and a network will eventually drop. Any decision that must be fast,
cheap, or available regardless of connectivity belongs at the edge.

It helps to think of the edge as a spectrum rather than a single box. At the near end sits the device edge
— microcontrollers and smart sensors with kilobytes of memory, doing simple thresholding and signal
conditioning. In the middle is the gateway edge — the industrial PC or ruggedised compute module
that aggregates many devices, runs real software, and is the workhorse of most deployments. At the far
end is the on-premise edge — a small server or cluster in the plant's own data closet, capable of heav‐
ier analytics and short-term storage while still living inside the site's network. Each tier trades compute
for proximity, and a well-designed system places work at the lightest tier that can still do the job.

Why process at the edge

Latency. A safety interlock or a closed-loop quality adjustment that must respond in single-digit mil‐
liseconds cannot make a round trip to a cloud region hundreds of milliseconds away. The decision has to
live next to the machine. Bandwidth and cost. Streaming raw high-frequency vibration data continu‐
ously is wildly expensive; computing the few features that matter locally and sending those collapses
traffic by orders of magnitude. Autonomy. When the link is down, the plant must keep running — and
keep making good decisions — on its own. Privacy and sovereignty. Some data is simply not permit‐
ted to leave the site, making local processing a compliance requirement rather than a choice.
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Figure 3.1 — The edge-cloud continuum: place each workload where its latency, availability, and compute needs are best met.

Edge AI: inference where the data is

Modern edge hardware can run real machine-learning models, and this changes what the edge can do.
Instead of merely filtering and forwarding, an edge node can run an anomaly detector on a vibration
stream, classify a defect from a camera frame, or score a small model that decides whether a reading is
worth escalating. The pattern is to train in the cloud and infer at the edge: models are developed
where data and compute are abundant, then compiled, quantised, and deployed to run within the gate‐
way's tight resource envelope.

Living within hardware constraints
Edge inference is an exercise in frugality. Memory is measured in megabytes, not gigabytes; there may be
no GPU, only a CPU or a modest neural accelerator; and the device may be fanless, sealed, and thermally
limited. The toolkit for fitting models into this envelope is well established: quantisation shrinks
weights from 32-bit floats to 8-bit integers with minimal accuracy loss; pruning removes redundant pa‐
rameters; and lightweight runtimes such as ONNX Runtime or TensorFlow Lite execute the result effi‐
ciently. The goal is a model small enough to fit, fast enough to keep up with the stream, and accurate
enough to be trusted.

Splitting work between edge and cloud
The right split is rarely all-or-nothing. A durable rule of thumb: keep time-critical decisions, raw-
data reduction, and buffering at the edge; send distilled features, events, and exceptions to
the cloud; and reserve the cloud for model training, cross-fleet analytics, long-term storage,
and orchestration. The edge decides; the cloud learns. When the cloud has learned something better,
it ships an updated model back down — closing a loop that gets smarter over time without ever drowning
the network in raw data.



D E S I G N  P R I N C I P L E

Send events, not samples. A gateway watching a 2  kHz vibration signal should not stream
2,000 numbers a second upstream — it should compute RMS, kurtosis, and a handful of band
energies locally and emit one compact feature vector per second, plus the occasional raw snap‐
shot when something looks wrong. This is the difference between a system that scales and one
that bankrupts you on egress.



C H A P T E R  F O U R

Streaming & Time-Series Architectures

Once telemetry leaves the edge, it lands in a data backbone built for one shape of data: an
unbounded stream of timestamped measurements. Getting this backbone right is what lets
a system ingest millions of points per second without falling over or going broke.

Industrial telemetry is the canonical streaming workload — high-volume, ordered (mostly), append-only,
and queried by time window. The architecture that handles it has three stages: a durable ingestion log
that accepts and buffers everything, a stream-processing layer that transforms and enriches data in
flight, and a time-series store optimised for writing fast and querying by time. Each stage has a job,
and conflating them is a common and costly mistake.

Ingestion: the durable buffer

Telemetry arrives in bursts and from flaky links, so the front door must absorb spikes without back-pres‐
suring devices into dropping data. A durable, partitioned log — Kafka, Pulsar, or a managed equivalent
— serves this role. It decouples ingest rate from processing rate, retains messages so consumers can re‐
play after a failure, and partitions by device or line so throughput scales horizontally. Treat the log as the
system's source of truth in motion: nothing is "received" until it is committed there.

Edge
MQTT in

Ingestion log
partitioned · durable

Stream proc.
window · enrich

Time-series DB (raw, short TTL)

Downsampled rollups (long TTL)

Alerts · dashboards · ML

Figure 4.1 — A streaming backbone: durable ingest, in-flight processing, and a time-series store with tiered retention.

Stream processing: deciding in flight
Much of the value of telemetry is extracted before it ever lands in a database. Stream processors — built
on frameworks such as Flink, Kafka Streams, or Spark Structured Streaming — apply windowed ag‐
gregations (a one-minute rolling average, a five-minute maximum), enrichment (joining a reading to
the asset's metadata and current production order), and online detection (flagging a threshold breach
the instant it occurs). Windowing is the central concept: because the stream never ends, you reason over



bounded slices of it — tumbling, sliding, or session windows, aligned to event time and tolerant of late
arrivals.

Time-series databases

A general-purpose relational database will choke on industrial telemetry; a purpose-built time-series
database (TSDB) — InfluxDB, TimescaleDB, or similar — will not. TSDBs are engineered for the work‐
load: extremely high write throughput, compression that exploits the slow, correlated drift of physical
signals, and a query model centred on time ranges, downsampling, and interpolation. They typically par‐
tition data into time-bounded chunks so that old data can be aged out or compressed as a unit, and so
that queries touch only the chunks they need.

-- Continuous aggregate: 1-minute rollups, refreshed automatically
CREATE MATERIALIZED VIEW press_1m
WITH (timescaledb.continuous) AS
SELECT time_bucket('1 minute', ts) AS bucket,
       device_id,
       avg(vib_rms)  AS vib_avg,
       max(motor_a)  AS motor_peak
FROM   telemetry
GROUP BY bucket, device_id;

Listing 4.1 — A continuous aggregate pre-computes per-minute rollups so dashboards never scan raw rows.

Downsampling and retention

Nobody needs millisecond resolution from a sensor reading three years ago — but they may well need a
daily average. The discipline that keeps storage costs sane is tiered retention: keep raw, full-resolution
data for a short window (days to weeks), then downsample it into progressively coarser rollups (per-
minute, per-hour, per-day) that are retained for progressively longer. Define this policy explicitly, auto‐
mate it in the database, and make it part of the design — bolted on later, it is a painful migration. The re‐
sult is a store where recent data is rich, historical data is compact, and the bill stays bounded.

C O M M O N  M I S TA K E

Treating the time-series database as the ingestion buffer. When a downstream consumer stalls,
a TSDB used as the front door will apply back-pressure all the way to the devices, which then
drop data. Put a durable log in front; let the database be a consumer that can fall behind and
catch up without anyone losing telemetry.



C H A P T E R  F I V E

Digital Twins

A digital twin is a living software model of a physical asset, kept in step with that asset
through its telemetry. It is the bridge between a stream of raw numbers and an under‐
standing of what the equipment is actually doing — and what it will do next.

The term is overused, so it is worth being precise. A digital twin is not a 3D render, and it is not merely a
dashboard. It is a structured, stateful representation of a real-world asset: its properties, its cur‐
rent state, its relationships to other assets, and often a behavioural or physics-based model of how it re‐
sponds to inputs. Crucially, it is synchronised — telemetry continuously updates the twin so it mirrors
reality, and the twin can in turn drive simulation, analysis, and control.

Modelling a physical asset

A useful twin starts with a clear data model. A pump's twin might carry static properties (model, rated
flow, install date), dynamic state (current flow, inlet pressure, bearing temperature, hours run), rela‐
tionships (the line it serves, the motor that drives it), and derived health indicators computed from
its history. Twins compose: a production line's twin is an assembly of asset twins, and a plant's twin an
assembly of lines. This hierarchy lets you reason at any altitude, from a single bearing to an entire site.

Physical Asset

pump · motor · sensors

Digital Twin

properties · state

relationships

health model

simulation

telemetry → state update

commands ← setpoints

The twin stays in step with reality and can drive it back

Figure 5.1 — Digital-twin synchronisation: telemetry updates the twin's state; the twin issues commands back to the asset.

Simulation and what-if

The reason to model an asset, rather than just log it, is to be able to ask questions it has not yet answered
in reality. A twin with a behavioural model can simulate: What happens to outlet pressure if we raise
pump speed 10%? How long until this bearing reaches its temperature limit at the current load? Could
we run this line faster without exceeding vibration tolerances? These what-if analyses turn the twin from



a mirror into a laboratory — a safe place to test changes before committing them to costly, potentially
dangerous physical equipment.

Keeping the twin and device in step

A twin is only as trustworthy as its synchronisation. Telemetry flows in continuously to update state, but
several engineering concerns decide whether the twin can be relied upon. Latency determines how stale
the twin may be; a control twin needs near-real-time sync, an analytics twin can tolerate minutes.
Conflict handling matters when both the operator and an automated system want to change a set‐
point. And reported vs desired state — the twin's record of what the device is doing versus what it
has been told to do — must be tracked separately, because the gap between them is itself a vital signal
that a command failed or the asset is misbehaving.

What a twin is genuinely good for

Twins earn their cost in a few concrete ways: they give operators a single coherent view of an asset's
real-time state and history; they provide the structured context that machine-learning models need (a
raw vibration value means little; "vibration on a 200 kW pump that has run 41,000 hours since its last
bearing change" means a great deal); they enable simulation for planning and optimisation; and they
are the natural home for the health scores and remaining-useful-life estimates that predictive
maintenance produces. A twin without a clear use is overhead; a twin tied to a decision is leverage.

S C O P E  D I S C I P L I N E

Model only what your decisions require. A twin that faithfully represents every bolt and weld is
expensive to build and impossible to keep synchronised. Start from the question — "will this
bearing fail this month?" — and model exactly the state, relationships, and behaviour that an‐
swer it. You can always enrich the twin later as new use cases earn it.



C H A P T E R  S I X

Predictive Maintenance

Predictive maintenance is the payoff that justifies most IIoT programmes. Instead of fixing
equipment after it breaks (reactive) or on a fixed calendar regardless of condition (preven‐
tive), you act precisely when the data says a failure is approaching — no sooner, no later.

The maintenance maturity ladder runs from reactive, through preventive, to predictive and ultimately
prescriptive. Preventive maintenance wastes money replacing healthy parts and still misses failures
that happen off-schedule. Predictive maintenance uses condition data to forecast failure and intervene
just in time; prescriptive goes one step further and recommends the specific action. Reaching the predic‐
tive rung is where the telemetry, edge processing, and time-series infrastructure of the previous chapters
finally cash out.

Anomaly detection: the first rung

The most accessible win is anomaly detection — learning what "normal" looks like for an asset and
flagging deviations. This sidesteps the hardest problem in the field: failures are rare, so you rarely have
enough labelled failure examples to train a classifier. Unsupervised and semi-supervised methods get
around this by modelling the abundant normal data and treating departures from it as suspicious. The
output is not "this will fail" but "this is behaving unusually — investigate" — and that alone, delivered
early, prevents a great many surprises.

from sklearn.ensemble import IsolationForest
import numpy as np

# Train on healthy-operation feature vectors only
model = IsolationForest(contamination=0.01, random_state=0)
model.fit(healthy_features)                  # vib RMS, kurtosis, band energies, temp

def score(window):
    x = extract_features(window).reshape(1, -1)
    s = model.decision_function(x)[0]    # lower = more anomalous
    return {"anomaly": bool(s < 0), "score": float(s)}

Listing 6.1 — An isolation forest trained on healthy data flags anomalous behaviour without needing failure examples.

Feature engineering on sensor data

Models do not learn from raw waveforms; they learn from features. For rotating machinery, the most
informative signals come from vibration: time-domain statistics (RMS, peak, crest factor, kurtosis) cap‐
ture overall energy and impulsiveness, while frequency-domain features — band energies around known



fault frequencies, derived via FFT — reveal the signature of a specific defect. Bearing wear, gear-tooth
damage, imbalance, and misalignment each leave a characteristic frequency fingerprint. Computing
these features at the edge, as Chapter 3 urged, is what makes the whole pipeline affordable.

Raw signal
vibration

Features
RMS · FFT bands

Detect
anomaly score

Estimate RUL
days to failure

Alert & work
order

Figure 6.1 — The predictive-maintenance flow: raw signal to features to detection to remaining-useful-life to an actionable alert.

Remaining useful life

Beyond "something is wrong" lies the harder and more valuable question: how long do we have?
Remaining-useful-life (RUL) estimation forecasts the time or cycles until an asset crosses a failure
threshold, turning a binary alarm into a planning input. RUL models range from physics-based degrada‐
tion models, through similarity methods that match a degrading asset's trajectory to historical run-to-
failure curves, to learned regressors that map a window of features to remaining life. RUL is intrinsically
uncertain, so a good estimate comes with a confidence interval — "30 to 45 days" is honest and action‐
able; a false-precision "37 days" invites misplaced trust.

Alerting that people act on
A predictive system that cries wolf is quickly ignored, so alerting design is as important as the model.
Good alerts are actionable (they name the asset, the suspected fault, and a recommended action), pri‐
oritised (by severity and time-to-failure, so the most urgent rise to the top), and routed into the main‐
tenance workflow — ideally raising a work order automatically rather than emailing a dashboard nobody
watches. The whole pipeline of the preceding figure exists to deliver this one thing: the right alert, early
enough to act, with enough context to trust.

S TA R T  N A R R O W

Do not try to predict every failure mode on every asset at once. Pick one high-value, well-under‐
stood failure — bearing wear on critical pumps is a classic — and build the full pipeline for it
end to end. A single working predictive use case earns the credibility and the data to expand; an
ambitious boil-the-ocean programme usually earns neither.



C H A P T E R  S E V E N

Security for IIoT

Connecting industrial equipment to networks expands its attack surface enormously, and
the stakes are physical: a compromised IIoT system can halt production, destroy machin‐
ery, or endanger people. Security is not a feature you add to an IIoT platform — it is a
property the whole design must guarantee.

IIoT security inherits the hard parts of both IT and OT and adds a few of its own. Devices are numerous,
long-lived, and often unpatchable in the field; networks bridge previously isolated OT systems to the
wider internet; and the consequences of compromise are measured in safety incidents, not just data
breaches. The guiding philosophy is zero trust: assume the network is hostile, authenticate everything,
authorise the minimum, and verify continuously. No device, message, or command is trusted simply be‐
cause of where it came from.

Device identity is the foundation

Everything else rests on each device having a strong, unique, cryptographic identity. The durable ap‐
proach is a per-device certificate provisioned at manufacture and stored in hardware — a TPM or secure
element — so the private key never leaves the chip. Every connection then uses mutual TLS: the device
proves who it is, the platform proves who it is, and shared secrets or hard-coded passwords (the cause of
countless IoT breaches) are eliminated. Identity also enables clean lifecycle management: a stolen or de‐
commissioned device's certificate can be revoked, instantly cutting it off.

Segmenting the OT network

A flat network where a breached sensor can reach a safety controller is an invitation to disaster. The es‐
tablished model — formalised in the Purdue reference architecture and standards such as IEC 62443 —
is segmentation into zones with tightly controlled conduits between them. Control-critical OT sys‐
tems sit in their own segment, separated from IT and from the internet by firewalls and, where warrant‐
ed, data diodes that permit information out but nothing in. The edge gateway becomes the deliberate,
hardened chokepoint through which OT and IT communicate, rather than a thousand uncontrolled
paths.



Defence in depth for IIoT

Layer Control Threat it blunts

Device Hardware-rooted identity, secure boot Spoofing, tampered firmware

Transport Mutual TLS, encrypted protocols Eavesdropping, message forgery

Network Zone segmentation, firewalls, diodes Lateral movement into OT

Platform Least-privilege authz, audit logging Privilege abuse, undetected access

Lifecycle Signed OTA, SBOM, cert revocation Malicious updates, supply-chain

Secure over-the-air updates

The ability to update device firmware remotely is essential for patching vulnerabilities — and is itself one
of the most dangerous capabilities in the system, because an attacker who hijacks it can push malware to
an entire fleet at once. Secure OTA therefore demands several guarantees together: updates are crypto‐
graphically signed and the device verifies the signature before installing; the rollout is staged (canary
first, fleet later) so a bad update is caught on a handful of devices; and there is an automatic rollback
if a device fails to boot or check in afterward. An update mechanism without these properties is a back‐
door you built yourself.

The supply chain

Modern devices and gateways run software assembled from many third-party components, any of which
can carry a vulnerability. Treat the supply chain as part of your attack surface: maintain a software bill
of materials (SBOM) for every device image so you know what is deployed when a new vulnerability is
disclosed, verify the provenance and signatures of components you pull in, and source hardware from
vendors who support secure provisioning and long-term firmware maintenance. The weakest link in an
IIoT deployment is often a component nobody on the team wrote.

S A F E T Y  M E E T S  S E C U R I T Y

In IIoT, a security failure can become a safety failure. The actuators a system can command are
capable of physical harm, so the authority to issue control commands must be the most tightly
held privilege in the platform — narrowly scoped, fully audited, and where the consequences
are severe, gated behind human confirmation. Never let a single compromised credential be
able to move a physical thing that can hurt someone.



C H A P T E R  E I G H T

Scaling Fleets & Operations

A proof of concept on three machines and a production deployment across ten thousand
are different animals. At fleet scale, the dominant problems are no longer about a single
device — they are about managing, updating, observing, and paying for a large, heteroge‐
neous, geographically scattered population of them.

Everything that was manual in the pilot must become automated, declarative, and self-healing at scale,
because there is no longer anyone who can touch each device by hand. The disciplines that make this
work — fleet management, automated rollout, observability, and cost control — are the operational back‐
bone that separates a demo from a system you can run for a decade.

Device and fleet management
At scale you manage devices the way modern teams manage servers: declaratively. Each device has a
desired-state record — its assigned software version, configuration, and feature flags — and a reconcilia‐
tion loop drives the actual device toward that state, reporting drift and failures. Devices are organised
into groups (by model, site, line, or firmware version) so that operations target cohorts rather than in‐
dividuals. Onboarding is zero-touch: a new device authenticates with its provisioned identity, registers
itself, pulls its assigned configuration, and joins the fleet without anyone logging in.

OTA at scale

Updating one device is easy; updating ten thousand without taking the business down is an operations
problem. The pattern is the same staged rollout introduced for security, now run as a routine capability:
deploy to a small canary cohort, watch health and telemetry, and only proceed to progressive waves
if the canary stays healthy — with an automatic halt-and-rollback the moment error rates rise. Updates
must tolerate the realities of the field: devices that are offline when the rollout runs, links that drop mid-
download (resumable transfers), and the absolute requirement that an interrupted update can never
brick a device.



Staged OTA rollout

Canary
1% · watch

Wave 1
10%

Wave 2
50%

Full fleet
100%

Any wave fails health checks → halt & auto-rollback

Figure 8.1 — Progressive OTA: each wave proceeds only if the previous one stays healthy, with automatic rollback on failure.

Observability for the fleet
You cannot operate what you cannot see. Fleet observability spans three concerns: the health of the
devices themselves (are they online, what version are they running, are they resource-constrained or
overheating?), the health of the data pipeline (is telemetry arriving on time, at the expected rate,
without gaps?), and the health of the equipment the devices monitor (the predictive signals of
Chapter 6). A subtle but critical signal is missing data: a sensor that goes silent is often reporting
something — a failed device, a dead link, or an asset that has been switched off — and silence must raise
an alert just as loudly as a bad value.

FinOps at the edge
IIoT costs accrue continuously and from many directions — connectivity (especially metered cellular),
cloud ingestion and storage, and compute for processing and training — so cost is an engineering metric,
not an annual surprise. The largest lever is the architecture of the preceding chapters: processing and
downsampling at the edge cut data egress, and tiered retention caps storage growth. Beyond that,
attribute cost per asset and per site so the expensive outliers are visible, and right-size edge hardware to
the workload rather than over-provisioning a fleet of thousands. A design that ignores cost will scale its
bill faster than its value.

From pilot to fleet — a pragmatic sequence

Prove the value on a handful of assets with one well-scoped use case, end to end.

Harden the edge — zero-touch onboarding, device identity, store-and-forward — before
adding devices.

Automate rollout with staged, rollback-safe OTA so growth never means manual touch.

Instrument the fleet — device, pipeline, and equipment health, with missing-data alerts.

Wire in FinOps early, so per-asset cost is visible while the fleet is still small enough to fix.



The destination is an operation where adding the next thousand assets is a routine, observable, and af‐
fordable act — and where every one of them turns its telemetry into uptime.



I N  C L O S I N G

Key Takeaways & Further Reading

Ten things to remember
1. The goal is not more telemetry — it is decisions. Scope the outcome first, then instrument only what

it needs.

2. IIoT is OT/IT convergence; respect the determinism and decades-long lifecycles of the operational
side.

3. Use OPC-UA to read typed data from equipment and MQTT/Sparkplug to move telemetry north.

4. Assume the network will fail: store-and-forward at the edge so a dropped link costs latency, never
data.

5. Decide at the edge, learn in the cloud — send events and features, not raw samples.

6. Put a durable log in front of your time-series store, and define tiered retention from day one.

7. A digital twin is a synchronised, decision-oriented model — track reported vs desired state, and scope
it tightly.

8. Start predictive maintenance with anomaly detection on healthy data; add RUL for planning lead
time.

9. Security is physical: hardware-rooted identity, segmented OT networks, and signed, staged, rollback-
safe OTA.

10. At fleet scale, manage devices declaratively, observe missing data as loudly as bad data, and treat cost
as an engineering metric.

Further reading
IEC 62443 — Industrial communication networks: security for industrial automation and control systems.

OPC Unified Architecture (IEC 62541) — OPC Foundation specifications.

Eclipse Sparkplug B — specification for MQTT-based industrial state and telemetry.

NIST SP 800-82 — Guide to Operational Technology (OT) Security.

Root Digit Connected Systems Series — companion volumes on Edge AI & MLOps and on Robotics & Autonomous
Systems.
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